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Businesses relying on Microsoft and SAP solutions 
face complex security challenges. The new 
Microsoft Sentinel Threat Monitoring for SAP data 
connector offering seamless integration, ingestion, 
visualisation, and protection of security logs. By 
enabling monitoring, detection, and response to 
security incidents, it improves your security posture 
across platforms. This service delivers an optimised 
deployment through our Managed XDR service.

Gain unparalleled security confidence 
with the Microsoft Sentinel Threat 
Monitoring for SAP data connector. 
Seamlessly connect, visualise, and 
protect your SAP environment with 
real-time monitoring, automated threat 
detection, and proactive response 
mechanisms.

This new data connector combines a host of 
capabilities to improve SAP security. It enables 
real-time connection and ingestion of security 
logs, providing users with advanced visualisation 
tools. With automated threat detection and 
dynamic response mechanisms, it ensures rapid 
identification and mitigation of security incidents. This 
comprehensive solution bridges integration gaps, 
providing your business with proactive measures to 
protect your SAP environments.

Microsoft Sentinel Threat 
Monitoring for SAP®

Real-time monitoring ensures 
swift threat identification

Automated detection and 
response minimise security risks

Seamless integration simplifies 
security management

Advanced visualisation tools to 
improve security posture

Proactive measures secure critical 
SAP environments

Optimised data connector to improve security 
posture across Microsoft and SAP solutions 
with advanced threat monitoring and response



SAP Business Logic
• SOX
• Sensitive Transactions
• Business Roles

SAP Application Layer
• Authentication
• App change control
• Audit logs

Databse Layer
• DB client access
• Change and release

access
• Backup and restore

OS Layer
• Jobs processing
• File share access
• Change and roles

access

Network layer
• Cloud security
• Network firewall 

security
• Access monitoring

Microsoft Sentinel
Monitoring Layers

Continual 
Improvement

Resolution

Automation

Tuning

Response

Investigation

Enrichment

Correlation

Detection

Integrating Microsoft Sentinel and SAP with Managed XDR

ASSESS
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CloudGuard Managed XDR service tackles SAP security challenges, utilising Microsoft 
Sentinel’s capabilities across a diverse range of SAP environments.

Working with CloudGuard

• CloudGuard offers comprehensive Sentinel 
support for SAP Business One on Microsoft Server 
& SQL, ensuring robust security

• Microsoft Sentinel is certified for SAP app, 
database, and OS layers, providing thorough 
protection

• For Azure customers, it’s advised to opt for 
Defender for Cloud or Microsoft Defender for 
AzureSQL to safeguard SAP workloads.

• Ingestion monitoring methods differ based on 
SAP databases like HANA and MS SQL, requiring 
tailored approaches

CLOUDGUARD MANAGED PROTECT SERVICES

DETECTION

AI-powered Microsoft
Sentinel deployed in your

existing MS tenancy

ANALYSIS

Use automation to process
threats, TI enrich and triage

response alerts

RESPONSE

Managed SOC and
automations work together

for rapid remediation

OPTIMISE

Client-success driven
roadmap and fine-tuning

improvements

CUSTOMER

Single view of
security and alerts

DATA CONNECTOR PACKS

GUARDIAN AI

On-Premise
Infrastructure

SAP
Applications

Custom & SaaS
based Applications

Cloud 
infrastructure

SAP
Databases

Working with CloudGuard

ENHANCE


